With the exponential growth in data collection and number of users, the privacy preservation becomes the major issue in design and implement of various database system. Today the basic privacy solution is considered to be Hippocratic database. Our major concern is to get the solution of problems in LD of Hippocratic database. Hence we will formulate the basic privacy laws.
INTRODUCTION
Hippocratic Data Base system is responsible for maintaining the privacy of personal information it manages. The Framework is based on the broad principles central to managing private data responsibly. The "Limited Disclosure" means the database should not communicate private information outside the database for reasons other than those for which there is consent for information donor.
In this paper we give the solution of Limited Disclosure in Hippocratic Data Base's.
The Rest of Paper is organized as follows: section 2 provides all the challenges in Hippocratic Data Bases. Basic laws for limited disclosure are given in section 3. Then we have all the exciting solutions for Limited Disclosures in Section 4. Section 5 states chain method over Hippocratic Data Base. Then Section 6 adds the ontology over chain method. At last conclude the facts & recommended actions are given.
CHALLENGES
IN HIPPOCRATIC DATA BASE 1. Purpose Specification: For personal formation stored in the database, the purpose for which the information has been collected shall be associated with that information.
Consent:
The purpose associated with personal information shall have consent of the donor of the personal information.
Limited Collection:
The personal information collected shall be limited to the minimum necessary for accomplishing the specific purposes.
Limited Use:
The database shall run only those queries that are consistent with the purposes for which the information has been collected.
Limited Disclosure:
The personal information stored in the database shall not be communicated outside the database for purposes other than those for which there is consent from the donor of the communication.
Limited Retention:
Personal information shall be retained only as long as necessary for the fulfillment of the purposes for which it has been collected.
Accuracy:
Personal information stored in the database shall be accurate and up to date.
Safety:
Personal information shall be protected by the security safe guards against theft and other misappropriations.
9.
Openness: A donor shall be able to access all information about the donor stored in the database.
Compliance:
A donor shall be able to verify compliance with the above principals. Similarly, the database shall be able to address a challenge concerning compliance.
LAWS FOR LIMITED DISCLOSURE
Governments worldwide are enacting data protection laws that restrict the disclosure and processing of personal information. These laws enable compliance with security and privacy regulations without impeding the legitimate flow of information. ii) Permit an individual to prevent records pertaining to him obtained for a particular purpose from being used or made available for another purpose without his consent;
iii) Permit an individual to gain access to information pertaining to him in records, and to correct or amend such records; iv) collect, maintain, use or disseminate any record of personally identifiable information in a manner that assures that such action is for a necessary and lawful purpose, that the information is current and accurate for its intended use, and that adequate safeguards are Provided to prevent misuse of such information; v) permit exemptions from the requirements with respect to the records provided in this Act only in those cases where there is an important public policy need for such exemption as has been determined by specific statutory authority; and vi) Be subject to civil suit for any damages which occur as a result of willful or intentional action which violates any individual's right under this Act.
The concepts underlying the Privacy Act have come to be known as Fair Information Practices [55] , and have contributed to the development of important international guidelines for privacy protection. The best known of these are the OECD guidelines, which set out eight principles for data protection: collection limitation, data quality, purpose specification, use limitation, security safeguards, openness, individual participation, and accountability [43] . Consent and disclosure limitation are covered under collection limitation and use limitation respectively. Countries around the world have used OECD guidelines to develop legal codes [5] .
The Canadian Standard Association's Model Code for the protection of Personal Information builds upon the OECD guidelines and suggests standards for the design of information systems. The CSA Model Code is quite similar to the OECD guidelines; the main differences are that the CSA makes consent and disclosure limitation separate principles, and adds retention limitation as a new principle [11] .
The Japanese legislature is currently debating a bill aimed at regulating the acquisition, custody, and use of personal information, with the aim of putting the law into effect in early 2003. The proposed bill stipulates five basic principles regarding the collection and use of personal information: i) information must not be used other than for clear, specified purposes; ii) information must be collected properly; iii) information must always be correct and up-to-date; iv) information must be kept secure and safe from leakage; and v) information must be handled in a transparent manner that properly involves individuals (www.fpcj.jp/e/shiryo/jb/0113.html).
The Australian Privacy Amendment (Private Sector) Act 2000 is based on ten principles .The first six principles are quite similar to other guidelines: collection, use and disclosure, data quality, data security, openness, and access. The next two principles are: vii) identifiers: companies may not adopt government-issued identifiers in lieu of issuing their own identifiers; and viii) anonymity: individuals should have the option of remaining anonymous whenever lawful and practicable. The ninth principle restricts trans-border information ows to companies that follow similar principles, and the last principle requires extra care with sensitive (e.g., health) information. Finally, we mention two recent industry-specific privacy regulations passed in the U.S. The 1996
Health Insurance Portability and Accountability Act (www.hhs.gov/ocr/hipaa/) gives patients control over how their personal medical information is used and disclosed. The 1999 Gramm-Leach-Bliley Financial Services Modernization Act (banking.senate.gov/conf/) requires financial institutions to disclose their privacy policies and allows consumers to opt-out of sharing of personal information with nonaffiliated third parties.
RELATED WORK
A Straight forward solution is to implement same rules at application or Middleware. However, this approach as done in Tivoli Privacy Manager& TIHI security mediator, leads to leaking of privacy.
Another Solution is to incur minimal privacy checking overhead when processing queries. But it requires time.
Fig1.Unified Original Architecture for Limited Disclosure
In HDB's we add the "purpose" as main attribute. A request to access to data depends on access purpose and accessing permission is determined after comparing such a purpose with intended purposes of that data in privacy policies stored tables. Each user has authorization for a set of access purposes.
We integrate various design features to form a unified architecture as shown in Fig.1 .
Though its advantage is data management access, it has significant problems such as complexity of uses-purposesmanagement & the purpose huge variety.
CHAIN METHOD OVER HDB
The idea is to change the element of data access control from purpose into chains of limited acts. To simplify the mapping process he depends on idea that users are assigned roles and access. Purpose permissions are granted to roles associated with tasks or functionalities, not directly to individual users.
Fig.2. Personal Information Flow Model
Any piece of personal information does not need more than limited acts to be dealt with such as creating, storing, processing and disclosing. Instead of the huge policy tables of the Hippocratic database we have only these limited acts. This will offer more capacity for the database as no database tables are needed to be saved. The personal information model divides the functionality into four phases as shown in Fig.2. 
ADDING ONTOLOGY
Ontology refers to the study of what might exist. The ontology adds a new dimension to the ontology method which is "classification". The classification that the ontology provides, will define first the meaning of each act and then it will decide which chain that this act could be added to it. Finally we will define which users can access which chain(s).
